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EXECUTIVE SUMMARY

ABOUT TERRIA CONSEIL :

Our synthesis in one page

Terria Conseil is a company founded in 2026 by three AI optimists. We believe every business should beable to navigate the AI transition on its own terms. Our platform is built as an alternative to traditionalconsulting, empowering companies to internalize this critical topic, equip their teams and approach thisshift with confidence.

Generative AI has spread rapidly through businesses. Use cases have frequently preceded governanceframeworks, driven by individual initiatives. Our initial focus was solely on security issues surrounding thistopic (e.g., usage oversight, data management). Our partners confirmed these concerns and also gave us abroader view of the challenges posed by AI.
The purpose of this summary is to present, in a framework useful to those interested in the subject, whatwe gathered from our partners (i.e., 135 decision-makers and IT professionals in France and Belgium). Wecross-referenced this information with academic and institutional studies to support the analysis. Thisdocument is a consolidation designed to provide an overview of the current situation and help you findyour footing within this AI-driven dynamic. We have no ambition to revolutionize your understanding of AIchallenges, provide an exhaustive view nor to offer a magic formula. Our aim is to provide this analysisgrounded in real-world feedback, free from both alarmism and optimism.
Key take-aways :1. AI entered companies through curious employees, outside of formal projects. The most common usesremain fairly superficial (e.g., advanced office productivity, an enhanced search engine), and theiradoption is uneven across the workforce.2. The pressure to "not miss the AI wave" is pervasive and constant. It comes from the market, vendors,consultants, and the media, and crystallizes into urgent requests from business units. This dynamicaccelerates decisions and undermines sustainable adoption.3. Executive awareness is real but partial. Several leaders treat AI as just another technology cycle, asthey once did with cloud or SaaS, assuming the same playbook will apply. They do not frame AI as atechnological disruption that needs to be fully integrated into their company's strategy.4. IT teams are facing mounting pressure. Vibe coding produces micro-applications that are hard toidentify and maintain. Agentic AI is appearing on the horizon with risks that organizations still struggleto grasp.5. Support functions are seeing their role shift within the company. AI tools give employees plausible andimmediate answers on expert topics that were historically the domain of these functions.6. Cognitive effects are beginning to be documented, such as the illusion of competence or a reversal ofthe Dunning-Kruger effect in the presence of AI. The more we use it, the less accurately we assess ourown level of competence and the quality of what it produces.7. The pace of the AI ecosystem is creating tension with the pace of organizations. A new innovation isannounced every week, while a company needs several months for a successful transformation.
The main avenues for action :Three options emerge from our discussions:
• Situate before acting: map actual usage, including Shadow AI and Grey AI.
• Rethink governance so that it keeps pace, applying principles of subsidiarity.
• Train people not only to use AI tools, but also to evaluate the quality of the work they produce.
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00 - CONTEXT
WHY THIS STUDY
We sometimes have the impression that artificial intelligence emerged spontaneously. When we step backfrom the daily announcements, we realize that these technologies have existed for several decades. Theywere present in laboratories and large corporations, but barely visible in our everyday lives. Indeed, thesetools were complex and costly to deploy in terms of skills, data, and infrastructure. They were thereforelimited to use cases with very high added value.
The launch of ChatGPT 3.5 in November 2022 marked a turning point in the dynamics of AI technologies.They became easily accessible at low cost and without prior expertise, at least in appearance. OpenAI'ssuccess clearly illustrates this paradigm shift, with 100 million active users in two months. By comparison,it took Facebook four years to reach that threshold, and TikTok two years. From that moment on, agroundswell was set in motion. A shift that has shaken many pillars of our lives and created new personaland professional habits.
In 2026, as we launch our entrepreneurial venture, we want to do our part in this ongoing paradigm shift.We aim to make a contribution that reflects who we are, something useful and pragmatic, without over-promising. We are convinced that artificial intelligence is a double-edged sword for businesses: both anopportunity not to be missed and a catalyst for risk.
We launched this study to understand how companies are navigating this turning point. Given ourrespective backgrounds, we came in with our own biases and hypotheses. These shaped our approach, butthrough our conversations with the people we interviewed, we broadened our analysis in order to presentthe lessons we drew from it as faithfully and meaningfully as possible.

Why this study, methodology & hypotheses

A CO-FOUNDER’S PERSPECTIVE
Despite my passion for technical innovation, I am by nature skeptical when it comes to bigtechnological announcements. I followed blockchain, VR, the metaverse… more out of curiosity thanout of any conviction that I was witnessing a major technological breakthrough.
But I will long remember the evening in December 2022 when I opened ChatGPT for the first time. Iraised an eyebrow and felt an excitement I hadn't experienced in a long time. A sleepless nightfollowed, along with the conviction that I needed to follow this technology closely to see where itwould take us.
That conviction is what gave rise to Terria Conseil and this study
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00 - CONTEXT
METHODOLOGY
This study is based on two complementary approaches, conducted with 135 decision-makers and ITprofessionals in France and Belgium.

The questionnaire provided quantitative data on the initial angle of our study. The open-ended interviewsallowed us to gather the details of real-life situations and to go beyond our initial hypotheses.
Here are some additional statistics about the panel:

As our study broadened over time, we enriched our analysis by reading and integrating academic andprivate research studies to deepen the insights gathered during the interviews. For each section, we havecompiled the studies we found most relevant and on which we drew.

Why this study, methodology & hypotheses

INTERVIEWS
Live interviews withCIO/IT Director, CISO, IT decision-makers

40
SURVEYS

Responses to our survey with closedquestion.

95

44%
51%

6%
Respondents function

CIO/Director IT
CISO
IT decision-makers

41%

39%

7% 13%

Companies size

SMEs
Mid-sized companies
Large companies
Public institutions
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00 - CONTEXT
Why this study, methodology & hypotheses

IN IT IAL HYPOTHESES , EXPANSION & LIMITS
WHERE DID WE START?
We have a strong interest in cybersecurity and digital sovereignty. Our starting angle was heavilyshaped by these domains. In our experience, securing a company's Information System was alreadya major challenge before AI arrived– Shadow IT, technical debt, complex operations and securitymaintenance, data leaks, etc. The explosion of AI use has created new attack vectors that increaserisks and further complicate IT security. This trend is confirmed by studies from ANSSI and CESIN.
We began our inquiry aiming to answer three questions:1. How are companies governing these new uses?2. How are they managing data-related risks (e.g., detection, blocking, anonymization)?3. Do they have the tools to address them?
Our initial hypothesis was that AI is a major security challenge for businesses.

THE EXPANSION WE MADE
As we entered the interview phase, we quickly realized that, even if our initial hypothesis was valid,it was above all reductive of the real challenges businesses face with the arrival of AI. Ultimately, thequestion is not solely about security.
Issues related to Shadow AI, that is, the use of AI tools not validated by the company, data leaks, andnew forms of attacks are very real. However, the central issue is one of absorption: organizationsare structurally not ready to integrate a technology that evolves faster than they can adapt.
This gap between the pace of AI and businesses' capacity to absorb it is ultimately at the heart of thechallenge companies face.
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LIMITATIONS OF OUR STUDY
Before you continue reading, it is important for us to clarify the limitations we have identified for thisstudy:
• The broadening of scope could only be applied to the interviews, which means the survey is onlyusable for the security-related portion of the study.
• The insights we drew are based on feedback from 40 people. This study therefore represents asample of what companies are experiencing with the arrival of AI.
• This analysis does not aim to provide absolute truth or an omniscient view of the businesslandscape.
• We supplemented our analysis with studies from public or private institutions that may have theirown interests, which introduces potential biases.
• Our panel introduces a bias linked to a predominantly IT perspective on these AI challenges.



01 — AI IMPACT ON CYBERSECURITY
Our initial hypothesis & the reality of our conversations

1.1 — SECURITY ALREADY UNDER STRAIN BEFORE AI
Our initial hypothesis was rooted in an observation made over several years in businesses. Even beforegenerative AI arrived, organizations were already struggling to master their digital perimeter.
This observation is not just our personal feeling or that of interviewees: reference studies confirm it.
The ANSSI Cyberthreat Landscape 2025 is a good example: the level of cyber threat remains high in Franceand spares no one– individuals, micro-businesses, SMEs, mid-sized companies, etc. The number ofincidents linked to data exfiltration has significantly increased compared to 2024 (+50% of incidentsreported in one year). The boundaries between cybercriminals and state actors continue to erode.Attackers are specializing, sharing tools, and exploiting vulnerabilities in insufficiently supervised andprepared environments.

The companies we interviewed confirmed these difficulties: Shadow IT, accumulated technical debt,complex or deprioritized operations and security maintenance, insufficient access segmentation, etc.

data leaks referenced in France over the first four months of 2026, i.e.more than one leak per day.+200
Source : bonjourlafuite.eu.org (recensement communautaire, indicateur de tendance)
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1.2 — GENERATIVE AI : AN AGGRAVATING FACTOR
The arrival of generative AI did not create a new problem. It intensified an existing situation across threesimultaneous and interdependent axes:

01
Accessibility
AI tools are accessible, oftenfree, and easy to use.

02
Promises
The AI ecosystemcontinuously makesannouncements that couldrevolutionize how we work.

03
Risks
Existing risks are intensifiedand new ones are emerging.



01 — AI IMPACT ON CYBERSECURITY
Our initial hypothesis & the reality of our conversations

1.2 — GENERATIVE AI : AN AGGRAVATING FACTOR
Accessibility within everyone’s reach
Before generative AI, deploying a tool that transformed how people worked required a project, budgetapproval, and IT team involvement. AI tools have changed this logic: ChatGPT, Copilot, Gemini, and Claudehave free or low-cost versions that change our work habits without any particular installation or need forvalidation. The promises and possibilities of these tools push employees to adopt them without waitingfor the company or the IT department.
The balance of power is structurally unbalanced. A CIO interviewed in our study described it this way:

Some companies try to block these tools, but without success. Another account illustrates the "creativity"of users in the face of blocking:
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"There are 30 of us in IT, and 3,500 of them [employees]. It's a race we've already lost."

"We tried banning ChatGPT. I caught an employee sending documents to their personal phone,using them in their personal ChatGPT, and sending the responses back to themselves viaWhatsApp. We had a sense of security, and in the end, it was the exact opposite."
Promises that make stepping back difficult
A large majority of the people we spoke with share the same observation: announcements and promisesfrom AI vendors, combined with business units' fear of missing the turn, create a frantic race withincompanies. The potential gains from AI tools seem considerable and the demonstrations appearconvincing. For business teams that may be under pressure or facing recurring problems, it can be hardnot to be tempted by a sales pitch that also makes the real complexity of such a project disappear– ITintegration, data management, maintenance, training, etc.
A CIO illustrated this for us:

"Every time I accompany a business team to a vendor meeting, I'm the one who throws awrench in the works. I see the complexity behind the promises that seem unrealistic, so I breakthe myth of magic AI."
A risk exposure that remains barely perceptible
We identified one final common theme in the feedback from interviewees: the explosion of AI-relatedrisks. All our interviewees perceive it clearly, but it remains difficult to quantify, even for those whose jobis to do exactly that. Some risks are directly tied to these new tools (e.g., prompt injection, modelhijacking, deepfakes). Others emerge from their use (e.g., unintentional data exfiltration, loss of controlover developed code, destructive actions by autonomous agents) and they amplify existing risks. Theapparent security of the tools, the lack of collective hindsight on their impacts and the novelty of uses, toorecent to be documented and objectively assessed, make risks hard to grasp for teams. This makes itdifficult within organizations for those who want to mitigate to be heard.



01 — AI IMPACT ON CYBERSECURITY
Our initial hypothesis & the reality of our conversations

1.3 — DATA FROM OUR SURVEY
The data from our survey confirms and refines this picture:

The key elements that stood out to us:
• The vast majority of the companies surveyed have an official position on AI (89%).
• The dominant posture is regulation through usage rules or limitation to approved tools (76%), somerespondents have implemented a policy without restrictions (11%), and only 2% ban it entirely.
• Companies that ban AI have done so for ethical or social reasons.
• Shadow AI is a reality shared by almost everyone (86%).
• Only 5% of respondents admit having no visibility into their actual AI traffic.
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76%
have a policy regulating orrestricting AI

And only 2% completely ban AI use

86%
believe that Shadow AI existswithin their company

Of which 44% believe it is routinely done

58%
have no technical measures againstdata leaks
Raising awareness remains the primarylever for action

The risk associated with data leaks is the number one risk.

67

35

33

30

22

Data leaks

Shadow AI

Hallucinations

Compliance

Attacks

0 20 40 60 80

Data leaks dominate the ranking by a widemargin, with 67 mentions, nearly double thesecond most cited risk.
Three factors explain this prominence. The riskis observable (see the number of data breachescited earlier), it is already known and coveredin classic cybersecurity risk analyses and AItools are simply a new vector for this existingrisk.
At the other end of the spectrum, risk linked toattacks on or via AI tools comes last. The recentlaunch of Anthropic's Glasswing projectstrongly challenges this positioning. It revealsthat a new model (Mythos, not yet released tothe public) has already identified thousands ofcritical vulnerabilities in major IT systems. Theinitiative brings together major IT players (e.g.,AWS, Google, Microsoft, Cisco) so they canprepare their defenses before the model ispublicly released.

Number of respondents per risk mentioned (multiple choice)



01 — AI IMPACT ON CYBERSECURITY
Our initial hypothesis & the reality of our conversations
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1.4 — PROHIBIT ING DOESN'T MEAN PREVENTING
The conclusion of our discussions on AI-related cybersecurity challenges can be summed up in the title ofthis section: prohibiting doesn't mean preventing.
Cybersecurity professionals won't be surprised by this. It has been known for years, but in our view, it hasnever been more true. Companies know that AI is a significant risk factor for their security, they know thatAI use exposes their data and that employees are using non-approved tools, but they also know thatblocking is often not the most appropriate response.
In a context of strong competitive pressure and a constant fear of missing the turn, banning a tool thatgenerates real productivity gains is seen as counterproductive. Blocking access to AI tools does noteliminate uses, it just makes them invisible. And an invisible use is an uncontrollable use.
In light of this, many of the companies we interviewed have chosen to support these new uses. Thechallenge is then knowing how, and to what end.

This is where our initial hypothesis ends.
By launching this study, we sought to identify a security issue related to AI, and we succeeded. However, ourinterviewees led us to take a step back and gain a broader perspective on the issue.
We will explore this shift in the remainder of this study.



01 —GOING FURTHER
Studies complementing our approach
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A N S S I

Cyberthreat Landscape 2025
France — Critical sectors and economic fabric
This study is the annual snapshot produced by ANSSI onthe state of the cyber threat in France. You will find anin-depth analysis of the year's major trends (e.g.,erosion of the boundary between state actors andcybercriminals, surge in data exfiltration, targeting ofcloud environments, sophisticated social engineering),a focus on AI use by attackers, and useful sector-specific insights to help position your organization.
Read it to understand the cyber landscape onto whichAI is being grafted.

Link to the document

K P M G × L e s E n t h o u s I A s t e s

Trends of AI 2026
356 French decision-makers — 47% large corporations,36% mid-sized companies

Link to the document

W a v e s t o n e

Cyber Benchmark 2025
Large companies — France and international

Link to the document

C E S I N

Baromètre Cybersécurité 2025
CISOs — Large French companies

Link to the document

These studies complement and contextualize the data from our approach. We invite you to consult them to go deeper into the topicscovered in this section.

The study is conducted by KPMG France and the thinktank Les EnthousIAstes. It provides an overview of AIadoption across eight key functions (Marketing, IT,Finance, HR, Customer Relations, Procurement, SupplyChain, Risk & Compliance). You will find a cross-functional reading of the shift from experimentation todeployment and the emergence of new roles such asChief AI Officers, as well as a focus on the evolving roleof the IT department in this new landscape.
Read it to position your organization relative to thedynamics observed in large French companies.

An annual study measuring the cybersecurity maturityof more than 170 large organizations across 16 themes(e.g., governance, detection, cloud, data, resilience).You will find a global overview of cyber maturity, asector-specific reading useful for benchmarking (e.g.,finance, energy, industry, services, luxury & retail), andabove all a section dedicated to securing AI use. Itreveals a marked gap between overall cyber maturityand AI-specific maturity, which remains low.
Read it to understand where AI-related cyber blindspots lie and anticipating the work ahead.

The CESIN Barometer is the annual reference survey oncybersecurity in French companies, based on responsesfrom 397 CISOs. You will find the 2025 snapshot of thecyberattack landscape, the evolution of the CISO roletoward more strategic and cross-functional functions,and a focus on Shadow AI, which in just one year hasbecome the user behavior deemed most risky.
Read it to understand how CISOs perceive and managenew AI-related risks.

https://www.cert.ssi.gouv.fr/uploads/CERTFR-2026-CTI-002.pdf
https://link.kpmg.fr/TrendsofAI2026
https://www.wavestone.com/wp-content/uploads/2025/06/2025-w-cyberbenchmark-en.pdf
https://cesin.fr/document.php?d=69772236858eb


02 — AI IMPACT ON OVERALL BUSINESSES
The bigger picture that emerged

2.0 — EIGHT KEY FINDINGS
The interviews opened our eyes to topics we had not previously considered. As the conversations unfolded,we discovered that the arrival of these new tools had impacts well beyond the "simple" question ofsecurity. Some impacts appear to be confined to certain companies, while others are shared by all ourrespondents. They are often framed differently, but we have grouped them into eight takeaways.
These takeaways point toward the same conclusion: companies are facing a major technological(r)evolution that is complex due to its speed and impact, and therefore difficult to grasp and harder toabsorb.
Here are the eight takeaways that we will detail in the rest of the document:
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01
The first employee-led digital revolution

02
Fear of missing the turn

03
A partial awakening

04
IT teams caught in the crossfire

05
Support functions' expertise challenged

06
Cognitive effects flying under the radar

07
AI moving faster than the organization

08
Systemic exposure

2.1 THE FIRST EMPLOYEE-LED DIGITAL REVOLUTION
The observation shared by all the companies surveyed in our study is that AI did not come in through thefront door. It was driven by curious employees, eager to save time, won over by a demonstration or apeer recommendation. Unlike other digital transformations, it was not the result of a senior leader'svision, a dedicated project, or an approved budget. It quietly embedded itself into employees' day-to-dayhabits.
Usage came before any framework or governance was put in place by the company.



02 — AI IMPACT ON OVERALL BUSINESSES
The bigger picture that emerged

2.1 —USE CASES AHEAD OF THE FRAMEWORK
Concentrated and shallow usageWe were surprised by the reality of actual usage. It is far less spectacular than the promises that dominatethe headlines. In 90% of the companies surveyed, the majority of use cases are concentrated within anarrow scope: writing assistance, translation, document summarization, information retrieval, and codingsupport. AI tools amount to advanced office productivity software or an improved search engine, but donot correspond to any deep transformation of business processes.
Beyond the scope of use, we were also struck by the limited spread of advanced AI usage. It is driven by ahandful of curious or particularly tech-savvy individuals, while the majority of employees remain on thesidelines. One respondent put it this way:

The gap between deployment and actual adoption limits the impact within companies and therefore theexpected return on investment from these tools.
A Three-speed companyBeyond adoption figures, our interviews reveal an organizational divide that is beginning to take shape.One respondent described it this way:

These three speeds coexist within the same organization, sometimes within the same team. They createtensions between colleagues and even between teams, and a widening productivity gap between thosewho have mastered these tools and those who have yet to use them.
Grey AI, a new path for AI usageShadow AI is a well-recognized phenomenon among our respondents. 86% believe it exists within theirorganization. However, our interviews led us to discover a related concept, sitting at the boundarybetween Shadow AI and legitimate use. A CISO from the healthcare sector brought it to our attention andnamed it: Grey AI.

Many established software vendors have integrated AI features into their products. For SaaS (Software as aService) solutions, users see these features appear overnight. They are deployed without anyone in thecompany having assessed what happens to the data, which models are being used, or which servers theprompts are sent to. The tool itself remains authorized, but should its new AI layer be as well?
Grey AI is harder to detect than Shadow AI because it hides behind the legitimacy of the tool. Users,reassured by the familiar and routine nature of the tool, feed it data they would not naturally entrust to adedicated AI tool.
TERRIA CONSEIL — 2026 synthesis 11

"We rolled out Gemini licenses for everyone.[After a few months,] 50% of users had never used their license."

"Usage is very people-dependent. It creates a three-speed company: those who go for it, thosewho go along for the ride, and those who put the brakes on."

"Grey AI is AI that has been built into legacy tools that are already authorized within thecompany, but whose existence we are unaware of."
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The bigger picture that emerged

2.2 — FEAR OF MISS ING THE TURN
Almost all of our respondents describe a widespread and constant pressure. It comes from both inside theorganization (i.e., leadership, business units, employees) and outside (e.g., vendors, suppliers, consultants,media, influencers, conference speakers).
Pressure built from the outsideThe AI market has broadly been built around a dual narrative. On one side, promises of significant gains:productivity increases, full process automation, competitive advantage for early adopters, and the list goeson. On the other, a threat: those who fail to adopt AI will quickly fall behind.
A large part of the AI ecosystem (e.g., vendors, consultants, influencers, specialist media) amplifies thisnarrative because their ability to be heard often depends on outbidding one another and stoking a senseof urgency. One respondent summed up the mood with this phrase:

From our perspective, the communication itself is not the issue. The problem is the recurring gap betweenthe promises on display and the reality of the current implementation.
Internal pressure from business unitsWithin organizations, this narrative crystallizes in the form of urgent, poorly scoped requests frombusiness teams. IT departments face employees and managers who have seen a demo or read an articlethat convinced them of the need to move immediately and deploy AI tools without delay. A recently hiredAI project manager shared this:

This pressure has a name: FOMO— Fear Of Missing Out. The fear to miss the turn.
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"The constant hype on LinkedIn gets users dreaming. They think AI is going to solve all ourproblems, but IT isn't magic."

"The sky-high promises around AI make people lose their rational thinking. When you dig intothe actual need, AI isn't even always the best solution."

Accelerating adoption does not create valueThe FOMO phenomenon has been well documented for some time,particularly in the context of social media. On the AI side, an academicstudy published in 2025 in the journal Technology in Society documentsthe concept of AI FOMO. It shows that employees exposed to intense AIdiscourse develop a specific form of anxiety linked to the fear of beingleft behind or made obsolete, regardless of their actual ability to usethese tools.
The effect is counterproductive: FOMO accelerates adoption decisionsbut risks undermining adoption over the long term. Projects launchedunder pressure and without a defined use case fail more often.

95%
of business AI initiatives showno return on investment

MIT - THE GENAI DIVIDE– STATE OF AI IN BUSINESS 2025
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The bigger picture that emerged

2.3 — A PARTIAL AWAKENING
In our view, it would be unfounded to say that business leaders are ignoring AI. Throughout our study, weobserved that awareness is genuine and that the topic is being taken seriously. However, there is a gapbetween being aware of a challenge and being able to drive an appropriate response, and that gap is whatour interviews brought to light.
Just another wave, not a break from the pastThere have been previous strategic shifts that have properly taken root, like digitalization, the Cloud, orSaaS. On the other hand, there are those others that ultimately amounted to little more thanannouncements with limited real-world impact, such as NFTs, the metaverse, or enterprise blockchain.
Every wave, real or anticipated, has generated its share of promises, urgency, external consultants, andpilot projects. Once the dust settled, even when the technology delivered on its promises, it ended upbeing absorbed into the existing landscape without much fundamental structural rethinking.
Our interviews suggest that several leaders are approaching AI through the same lens: an opportunity toseize, risks to manage, but not necessarily a reason to fundamentally rethink their organization. Thisapproach is understandable. Leaders must constantly weigh dozens of strategic priorities and cannotrestructure their organization on a daily basis.
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Optimizing rather than transformingWe looked for a study to challenge the findings from our interviews. Theonly French study we found that addresses this topic is the one by BPI.However, the data was collected at the end of 2024, an eternity in theworld of AI. We nonetheless found data points that extend our analysis.
Only 32% of SMEs and mid-sized companies were using AI, and amajority of leaders had yet to formalize a strategy. Among those usingAI, 54% started with free tools. The stated priority was optimizing whatalready exists: cutting costs or improving performance. These findingscould be indicators of the genuine but partial awareness we describe inthis section, though a great deal may have changed since then.

58%
of executives consider AI amedium-term survival issue

BPI FRANCE - LE LAB SUR L’IA 2025

AI amplifies, it does not fixThe people we interviewed pointed to a blind spot that sometimes exists in their leaders' thinking: AI doesnot behave like previous technology waves.
The cloud brought elasticity. SaaS offloaded infrastructure. Those waves integrated into what was alreadythere. But AI works differently. It plugs directly into a company's data, processes, and capabilities, andamplifies what it finds.
Where things work well, that amplification will mostly produce real gains. But where things do not work(e.g., silos, technical debt, poorly defined processes) it will produce the opposite effect. It will potentiallymake dysfunctions faster, more visible, and more damaging.
This amplifying factor is what sets AI apart from previous waves.
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The bigger picture that emerged

2.4 — IT TEAMS CAUGHT IN THE CROSSFIRE
We now turn to dynamics that are specific to IT departments as they navigate the arrival of AI tools. Tostart, let us consider the primary mission of IT departments: they must ensure that systems run reliablyover the long term. They are organized accordingly: evaluation, validation, implementation, control,maintenance. Starting from this premise, we identified two phenomena that are disrupting andcomplicating that mission.
Vibe codingBefore going further, a definition: vibe coding is the ability to generate functional code through naturallanguage prompts, without necessarily understanding what the code actually does. The immediate result isappealing to non-developers. They become capable of independently delivering a working micro-application within a matter of hours. The medium-term result, however, is a source of concern for ourrespondents:

This ambivalence is significant. Vibe coding occupies a particular place in our analysis because it dividedour respondents. For some, it is seen as an "empowering" tool for non-developers. Others warn of themedium-term risks. From their perspective, these micro-tools spread through organizations because theyaddress a genuine business need, often with efficiency and immediacy. They are nonetheless problematicbecause no one fully knows how to maintain, audit, or assess the security implications of what has beenbuilt. And if something goes wrong, it will be difficult for IT to step in.
This dynamic is the first manifestation of what we call in this report the illusion of competence: a sense ofmastery that masks a growing dependency on tools whose inner workings and limitations are not fullyunderstood. We will return to this in section 2.6.
From our respondents' perspective, the challenge is not to ban, but to provide guardrails without stifling,so that those practices align with the company's objectives and integrate into the existing IT landscape.
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Agentic AI: the second waveEverything covered so far relates to the first AI wave: that of generative tools, assistants, and vibe coding.A second wave is appearing on the horizon, and our respondents view it with even greater wariness:agentic AI.
AI agents are systems capable of acting autonomously (browsing the web, executing code, modifying files,interacting with APIs, and chaining tasks together) without human oversight. Several respondentsexpressed explicit concern:

If the first wave put IT teams under pressure, the second risks overwhelming them entirely. The terrain iseven more uncertain: autonomous actions, cascading errors, diffuse accountability, and more.
Agentic AI has not yet been widely deployed in French SMEs and mid-sized companies, but it is coming.Organizations have not yet fully mastered the first wave, and they must already begin preparing for thesecond, which looks set to be even more structurally significant.

"Vibe coding is a generator of shadow IT and technical debt in the medium term, and it's goingto become unmanageable."

"The side effects with agentic AI are going to be multiplied many times over.""We're going to have to find the right balance between human oversight and autonomy."
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2.5 — SUPPORT FUNCTIONS’ EXPERTISE CHALLENGED
This section is based on a smaller number of respondents, but the implications seem significant enough towarrant dedicated coverage. AI appears to be shifting another balance within organizations, one lessvisible than Shadow AI or technical debt, yet potentially more structurally consequential in the long run.Support functions are seeing their position change.
A long-standing model in motionFor decades, support functions (e.g., HR, legal, finance, communications) have occupied a distinctiveposition within companies. They held specialized knowledge that other teams did not have. Those teamstherefore depended on support functions to access it, which allowed support functions to set their owntimelines, formats, and priorities, and more broadly, their own ways of working. This power dynamic wasunspoken but real. AI tools are now cracking this established model. An employee can now draft astandard contract, prepare a financial analysis, produce an HR document, or get a first-level legal answerwithout consulting internal experts. The answer is often approximate, sometimes outright wrong, but it isimmediate. What is more, it appears convincing enough that the employee is satisfied with it. Onerespondent shared this:

This kind of situation may no longer be an exception in the years ahead. A study published in January 2026by the Collective Intelligence Project, conducted among 6,000 people across 70 countries, found that 65%of respondents trust AI chatbots to act in their interest, ranking them in the top three, just behind theirfamily doctor and public research institutions.
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Decisions that only appear informedThe main risk is not that support teams will lose their jobs. The real risk, in our view, is that employees willbe tempted to make significant decisions (e.g., contractual, regulatory, financial) without consultinginternal experts, relying solely on tools that have limited knowledge of the company's context and bear noresponsibility for the consequences. One respondent shared this observation:

This is the same illusion of competence we identified in section 2.4, but this time applied to expertknowledge. The employee believes they can bypass the lawyer, the finance specialist, or the HR managerbecause the tool gives them an immediate and plausible-sounding answer. But an answer is not areasoned judgment.
An organization that leaves its employees to navigate alone, without guardrails or guidance from expertfunctions, exposes itself to errors with serious legal, financial, and reputational consequences.

"We’ve already had to deal with a team that signed a contract with a supplier without goingthrough procurement or legal, something we'd never seen before!"

A transition to be managedIn our view, this change is not inherently negative. It is an invitation for support functions to reinventthemselves, to move from the role of knowledge gatekeeper to that of architect and enabler. If thisdynamic becomes widespread, support functions will need to recognize it and adapt in order to continuefulfilling their role fully.

"The problem with AI tool outputs is that they always seem plausible, but they are not alwaysaccurate."
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2.6 — COGNITIVE EFFECTS FLYING UNDER THE RADAR
We have already touched twice on manifestations of cognitive effects that AI tools produce in employees.It is difficult for us to provide a detailed analysis of all the biases activated by AI use. The technology isrecent and we lack the hindsight to understand its full, long-term impact. Nevertheless, we have gathereda number of findings that have already been identified by research. This topic strikes us as importantbecause it goes to the heart of our relationship with our own competence and our ability to assess thequality of what AI produces.

The mechanism our respondent describes is well documented, and its implications extend far beyond theworkplace. Generative AI consistently produces outputs that appear plausible and high-quality. Often, theresult is genuinely better than what the user would have produced alone. However, this improvementcomes with a cognitive cost that is easy to overlook: the user delegates without learning.
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The reverse Dunning-Kruger effectSince 1999, cognitive psychology has described the Dunning-Kruger effect: individuals with the leastcompetence in a given area tend to overestimate their ability, while experts, aware of the complexityinvolved, tend toward humility. Generative AI produces the opposite effect.
A study published in 2026 in Computers in Human Behavior by researchers at Aalto University (Finland)shows that using ChatGPT eliminates the classic Dunning-Kruger effect. All users, regardless of their actuallevel of competence, overestimate their performance when using AI. Those who consider themselvesmost comfortable with AI are also those who overestimate themselves the most. In other words, the morewe use AI, the less capable we are of lucidly evaluating what it produces and our own level of ability.

"Everyone feels like they are an expert: AI gives everyone who uses it a sense of competence onevery subject."

Cognitive offloadingThe same study identifies a second mechanism: cognitive offloading, or the act of delegating one'sthinking to the tool without verification or critical reflection. The majority of participants were satisfiedwith a single prompt and accepted the response as given.
The long-term consequences are still poorly understood, but we can formulate the following hypothesis: askill we no longer practice will atrophy. The developer who simply validates generated code may graduallylose the ability to write and audit it. The lawyer who delegates research to an LLM may lose the depth oftheir reasoning. The list could extend across many professions. An immediate productivity gain could, inshort, conceal a slow erosion of collective competence.
What this means for organizationsWe have limited hindsight on the implications and the solutions to put in place. Our conversationsallowed us to identify some initial avenues for action that need to be confirmed and built upon:
• Training people to critically evaluate AI-generated outputs, as much as training them to use AI toolsthemselves
• Maintaining spaces for practice without AI in order to preserve foundational skills
• Distinguishing between mastery of an AI tool and mastery of a field of expertise
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2.7 — AI MOVING FASTER THAN THE ORGANIZATION
Our respondents described a feeling of constant tension. When we probed further, we came tounderstand that it stemmed from the coexistence of two incompatible rhythms: that of AI and that oftheir organizations.
Two worlds, two speedsThe AI ecosystem is evolving at a pace unprecedented in the history of enterprise technology. Vendorsrelease continuous updates, launch new models, add features, and integrate ever more deeply with therest of the IT stack. The capabilities of these tools grow from one quarter to the next at a rate that showsno sign of slowing. One respondent put it well:

Companies operate on a much longer timescale. A major IT project takes 9 to 18 months. From identifyinga need, analyzing it properly, finding the right tool, integrating it into the existing systems, and trainingusers. These steps are necessary, and most of them cannot be compressed. Every project manager knowsthat speed often comes at the expense of quality or budget.
The problem is not that organizations are slow, but that the speed of AI makes that slowness visible, andtherefore harder to accept for those driving projects.
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"The AI ecosystem moves very fast, too fast. I actively follow the space and yet I feel like I'mfalling behind."

Decisions made on already obsolete toolsThis mismatch has a direct consequence: by the time an organization has finished evaluating, validating,and deploying an AI tool, that tool has often already been superseded by a new version or a newcompetitor.
IT and business teams find themselves facing a difficult choice:
• wait for a stable picture, at the risk of falling behind in ways that will be hard to recover from,
• or decide quickly and commit to choices that will be obsolete before they are even fully deployed.
Whichever path is chosen, the exercise becomes increasingly exhausting over time. Every week, teamsmust evaluate, prioritize, and make judgment calls on requests and announcements under tight timeconstraints. Decision fatigue sets in gradually.

What research confirmsThe timing mismatch is not unique to AI, but AI has intensified it. Work in change managementconsistently points to the same conclusion: a successful technology transformation requires a minimumcycle of 18 to 24 months to become embedded in practice. The AI ecosystem renews its core capabilitiesevery 3 to 6 months.
In our view, the answer to this mismatch does not appear to be moving faster, but discerning better.Companies can learn to distinguish what merits immediate adoption, what can wait, and what amounts tonoise. Easier said than done.
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2.8 — SYSTEMIC EXPOSURE
The seven previous takeaways are not independent problems. They are symptoms of the samephenomenon we mentioned in the context portion of this study: the gap between the speed of AI andorganizations' capacity to absorb it. Taken together, they feed into one another and produce a systemicexposure that is difficult to measure.
A compounding effectThe takeaways do not simply add up, they reinforce each other. Poorly controlled usage fuels pressurefrom business units. That pressure reaches leaders who have not yet formalized their strategy, and whosign off on rushed projects. Those projects then land on IT teams that are already stretched, creatingtechnical debt that will become increasingly difficult to manage. Meanwhile, support functions lose theirrole as a safeguard, users overestimate their own competence, and none of this keeps pace with theevolution of the technology itself. The real risk is a gradual loss of visibility, and control over what AI isactually doing within the organization and what value it is actually generating.
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The pervasive risk of data leakageData leakage is the most immediate risk. Our respondents place it at thetop of their AI-related concerns. The at-risk situations are numerous:customer data sent to consumer-facing LLMs, strategic information inprompts within existing tools, personal data processed without a legalbasis, source code shared with third-party models, and more.
This risk is all the more difficult to manage because it is diffuse. It doesnot stem from an external attack, but from the everyday (and often well-intentioned) behavior of employees. It accumulates without any visibleincident, until it becomes a regulatory or competitive problem.
The compliance riskNIS2, DORA, the AI Act. The European regulatory landscape is becoming increasingly dense. Theseframeworks impose specific obligations around AI system governance, usage documentation, riskmanagement and the traceability of algorithmic decisions.
Organizations that have not mapped their AI usage will struggle to demonstrate compliance. Yet usage ismultiplying faster than governance can be established. Every month that passes makes that mappingharder to reconstruct.

N°1
Data leakage is the numberone risk identified byrespondents to our survey.

The strategic riskBeyond the immediate and regulatory risks lies a longer-term risk. As we noted in section 2.3, these newtools act as an amplifier of what already exists. They reinforce an organization's strengths just as much asits weaknesses. AI becomes a resonance chamber for how the company actually operates.
The entire challenge of implementation will be to amplify strengths without amplifying weaknesses. In amarket where promises are commonplace, it will be very tempting to ask AI to compensate for aweakness, but what does not work before AI rarely works better after it.
Over time, the competitiveness gap risks widening between organizations that know how to build on theirstrengths when implementing AI, and those that do not.
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2.9 — A DIAGNOSTIC FOR ACTION
At the beginning of this study, we had a focused hypothesis: AI is a major cybersecurity challenge forcompanies. Through our conversations, that hypothesis proved to be both correct and insufficient. Correct,because the cyber risks are real and intensifying. Insufficient, because the issue is not purely one ofsecurity. It runs deeper and can be summed up in a single sentence: organizations are structurallyunprepared to absorb a technology that evolves faster than they can adapt.
This gap between the speed of AI and organizations' capacity to absorb it is the thread running througheverything we have written. It takes different forms depending on the angle, but it is always the sameunderlying phenomenon.
What this study offers and what it does notLet us be transparent about the nature of our contribution: we have not made any revolutionarydiscoveries or documented previously unknown phenomena. Shadow AI, pressure from business units,technical debt, the illusion of competence, the timing mismatch, these realities are described in otherstudies, experienced across all organizations, and are likely already familiar to the reader who has followedus this far.
What we are offering is more modest. We wanted to consolidate an overall picture grounded in fieldwork.We interviewed IT decision-makers and professionals, cross-referenced their input with academic andinstitutional research, and attempted to organize these takeaways into a framework that is useful to thosewho must make decisions.
We also wanted to shine a light on a few mechanisms that we feel are underrepresented in currentdiscourse: Grey AI, the illusion of competence, the amplification effect, and AI FOMO. If these conceptshelp a business leader or CIO put words to what they are observing in their organization, we will haveachieved our goal.
Clarity without paralysisThe picture we have painted could be read as a worrying diagnosis, but that is not the message to takeaway, as we see things differently.
The gap between the speed of AI and organizations' capacity to absorb it is only a starting point.Recognizing that gap, understanding its mechanics, and accepting it strikes us as the first step towardaddressing it effectively.
The final section that follows offers concrete courses of action, also drawn from our conversations and ourreading. They are not universal, and they are not a substitute for the knowledge each organization has ofits own context.
We firmly believe that there is a great deal to build, and that the companies that manage to find their owntransformation tempo will be the ones that extract the most value from it.
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These studies complement and contextualize the data from our approach. We invite you to consult them to go deeper into the topicscovered in this section.

Aa l t o Un i v e r s i t y
Reversed Dunning-Kruger and AI
Academic study — published February 2026

Link to the document

S c i e n c eD i r e c t × T e c hno l o g y i n S o c i e t y
AI FOMO
Academic study — published 2025

Link to the document

MIT P r o j e c t NANDA
State of AI in Business 2025
52 organizations, 153 senior decision-makers — 2025

Link to the document

McK i n s e y & Company
The State of AI 2025
1,993 respondents — 105 countries

Link to the document

S t a n f o r d Un i v e r s i t y
Vibe coding & security
47 participants — 2023

Bp i f r a n c e L e L ab
AI in french SMEs
1,209 SME/mid-size company executives — France

Link to document

This BPI study is the most comprehensive picture of AIadoption in French SMEs. You will find a mapping of AImaturity by sector and leadership profiles, as well asfive concrete use cases.
Read it to position your organization and identifyingyour next priorities.

This MIT study analyzes why enterprise AI projectsgenerate no measurable return even when tools aremassively adopted. You will also find insights on widelyobserved Shadow AI in businesses and the factors thatdistinguish the rare projects that create value.
Read it to understand what tips a pilot into real value.

This Aalto University study highlights two cognitivemechanisms activated by AI use. You will find ademonstration of the reversal of the Dunning-Krugereffect in the presence of AI and an analysis of cognitiveoffloading.
Read it to understand the cognitive effects of AI on itsusers.

This academic study formalizes the concept of FOMOapplied to AI in the professional world. You will find ademonstration that AI FOMO is a distinct phenomenonfrom traditional FOMO, as well as an analysis of thefactors that amplify or attenuate it.
Read it to understand how AI activates specificpsychological mechanisms in the workplace.

This Stanford study measured the effect of AI assistantson the quality of code produced by developers. You willfind a demonstration that AI-assisted developersproduce less secure code than those coding alone,while being more confident in the quality of their work.
Read it to understand the concrete risks AI poses tocode security in the enterprise.
Link to the document

McKinsey's State of AI is one of the broadestinternational snapshots of enterprise AI adoption. In ityou will find an analysis of the "scaling gap" betweenwidespread adoption and actual scale-up, a focus onthe emergence of agentic AI across business functions,and the practices that set apart the rare organizationsthat are generating measurable value from AI.
Read it to identify the levers for scaling up.

https://www.sciencedirect.com/science/article/pii/S0747563225002262?via%3Dihub
https://www.sciencedirect.com/science/article/abs/pii/S0160791X25002428
https://mlq.ai/media/quarterly_decks/v0.1_State_of_AI_in_Business_2025_Report.pdf
https://www.mckinsey.com/~/media/mckinsey/business%20functions/quantumblack/our%20insights/the%20state%20of%20ai/november%202025/the-state-of-ai-2025-agents-innovation_cmyk-v1.pdf
https://lelab.bpifrance.fr/content/download/4745/pdf/2025-06-04%20L%27IA%20dans%20les%20PME%20et%20ETI%20fran%C3%A7aises-Etude%20Bpifrance%20Le%20Lab.pdf?disposition=inline
https://arxiv.org/pdf/2211.03622
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3.0 — DO WE HAVE THE MAGIC RECIPE?
At the risk of surprising you: no, we do not have a foolproof methodology for deploying AI tools in yourorganization. Our interviews and research have, however, allowed us to identify some directions andfootholds that we believe are good starting points. These are not a substitute for the knowledge eachorganization has of its own context. We therefore invite you to adapt them to your own vision andoperational constraints.
We came across many methodologies built around structured sequences: step 1, then step 2, then step 3.While useful, the linear methodologies we reviewed reach their limits when faced with a technology thatevolves faster than transformation cycles. AI governance will need to be more flexible, able to skip stepswhen speed is needed, or to backtrack when necessary.
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3.1 — KNOW WHERE YOU STAND BEFORE YOU ACT
Faced with the pace mismatch, the natural reflex would be to accelerate: launch a project, roll outlicenses, train teams. Internal and external pressures push in that direction, as mentioned in part 2.
We are convinced this would be counterproductive. Our interviews and the literature we reviewedconfirmed our suspicions. Those who navigate this best are those who take the time to look at what isalready happening within their organization before formulating a response. Three angles strike us asparticularly useful for this exercise.
Know the real usageReal usage hides in the Shadow AI documented in part 1, in the Grey AI we described in section 2.1, and inmicro-applications developed through vibe coding by resourceful employees. An organization that reliessolely on its official AI tool inventory is building its strategy on a flawed picture. Mapping real usage is nota one-off audit. Practices shift quickly. This exercise needs to be revisited regularly.
Assess data maturityAI tools create value from the data they are given. Companies rarely lack data; the complexity usually liesin the ability to extract and use it. An organization with well-organized, accessible data has a genuineadvantage. The methodologies we reviewed typically apply three criteria: does the data exist? is itaccessible? is it of sufficient quality? Without usable data, AI pilot projects will stall or never scale.
Leadership postureThe third angle is less technical: it concerns the posture of leaders toward AI, which shapes all thedecisions that follow. We described in section 2.3 the risk of approaching AI as just another wave. Thisview is understandable, and yet it limits an organization's ability to fully integrate AI.
Several questions are worth asking before structuring an approach. Is AI being driven by the executiveleadership or by the IT department? Has the organization formalized an ambition, transformation,optimization, or cautious status quo? How will employees and managers be involved in the process?
The answers will vary from one organization to the next. Asking the questions provides the compass withwhich to navigate.
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3.2 — GOVERNANCE THAT KEEPS PACE
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Once the lay of the land is known, the question of implementation arises: how do you build governancethat is neither stifling nor absent?
Classic governance models are designed for long cycles, steering committees, validation procedures, andso on. These mechanisms have proven their worth on transformations that followed a predictable rhythm,but they struggle to keep up with AI.
Guiding rather than gatekeepingWe believe the shift in governance lies in the approach. Effective AI governance is governance that guidesbusiness teams and informs decision-making. It gives teams the means to decide quickly and well, whilemaintaining a shared direction across the organization.
In practice, this could mean establishing common principles rather than procedures. For example: clearcriteria for distinguishing high-stakes AI use cases, explicit accountability by type of decision, thresholdsthat trigger a project review, proof of value rather than proof of concept, and so on. The challenge will bestriking the right balance between freedom of initiative and the organization’s overall framework.
Building collective momentumThe response to these challenges will not come from any one department working in isolation. Not ITalone, not business units alone, not leadership alone. The AI turning point must be seen as a cross-functional company-wide endeavor that brings everyone to the table.
The difficulty will also come from a difference in perspective. Leadership seeks efficiency, performance,and strategic alignment. Employees look for what concretely helps them in their day-to-day work, liketools that works, a practice that fits naturally, or a meaningful improvement in comfort. These twoperspectives are not opposed, but they do not naturally find each other.
Several of the most mature organizations we interviewed offered a similar response. They createddedicated mixed teams focused on AI, sometimes called an AI Factory. These teams bring togetherbusiness, IT, and data profiles around concrete use cases. They allow ground-level needs to surface,technical and business expertise to intersect, and projects to be framed within a shared reference point.The strategy has its limitations and isn’t one size fits all, but the underlying principle remains compelling.
Compliance as a leverWhenever governance comes up, regulatory considerations emerge almost immediately. We sometimessensed a degree of weariness among our respondents when faced with the accumulating layers ofregulation and standards they must navigate: GDPR, NIS2, DORA, the AI Act, and more.
The obligations imposed by the AI Act, taken in isolation, can seem burdensome: mapping usage, tracingalgorithmic decisions, ensuring human oversight, documenting training data. However, these obligationslargely overlap with what sound AI governance should be doing anyway. Mapping usage is useful forsteering based on real data. Tracing decisions is useful for auditing in the event of an incident. Clarifyinghuman oversight is useful for assigning accountability.
The AI Act can then be seen as yet another constraint or as a framework to help structure AI governance.
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3.3 — TRAIN AND BRING PEOPLE ON BOARD
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Deploying an AI tool will be the "easy and fast" part of the project. As with any transformation, the realchallenge lies in adoption: getting employees to take ownership of the tool and accept it. BostonConsulting Group pitches a 10-20-70 success ratio: 10% of the effort should focus on algorithms, 20% ondata and infrastructure, and 70% on people. Without being fans of sweeping formulas, this breakdownclearly illustrates the importance of training and change management.
Training to use and to evaluateWe documented in section 2.6 certain biases associated with AI use. We do not yet have enough hindsightto fully understand the impact of these biases in the workplace. However, it appears that trainingemployees on how to operate these tools correctly will not be enough. Companies will also need to trainemployees on how to collaborate effectively with AI tools in order to avoid medium-term issues, over-reliance on AI, loss of skills, difficulty evaluating what AI produces, and more. This can be achieved throughmany existing mechanisms (e.g., awareness campaigns, traditional training, micro-learning) or throughapproaches yet to be invented, for example, a dedicated practice space without AI.

Bringing all the three speeds onboardWe described in section 2.1 the three-speed company: those who go for it, those who go along for theride, and those who put the brakes on. A uniform training system will quickly reach its limits and will notaddress this divide. The fast movers will be bored, the resisters will disengage, and the middle group risksbeing left behind.
Several approaches were described by our respondents to narrow this divide:
• Leaning on "ambassadors": identifying early AI adopters within teams, turning them into operationalrelays for their colleagues, and gradually widening the circle.
• Leaning on support functions: they know the practices, constraints, and friction points of the teamsthey work with. They can take on an advisory and relay role in spreading an AI culture.
• Implementing contextual learning systems: using tools or methods that allow everyone to learn at theirown pace and according to their day-to-day needs.
Each organization will need to find the combination of approaches that works for it.



03 — ACTION TRACKS
After the assessment, how do we act?

3.4 — KEY TAKEAWAYS
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If we look at the major technology waves that came before, each one divided organizations into threegroups: those that missed the turn, those that managed the transition, and those that seized theopportunity to reinvent themselves. AI could follow the same pattern with one key difference: it givesorganizations less time to choose their direction.
From the conversations and reading we have shared, we would like to present three recommendations:
• Gaining a clear picture of what is actually happening within your organization.
• Rethinking governance so that it keeps pace with change rather than being overwhelmed by it.
• Training employees both to use these tools and to evaluate what they produce.
These three angles do not follow a fixed sequence. They should be seen as three mutually reinforcingpriorities.
Three questions to look aheadBefore closing this document, we offer a brief forward-looking exercise. Try asking these three questionswithin your organization:
• What tasks exist today because information is scarce or difficult to process, rather than because theycreate value?
• If your teams were freed from 40% of their operational workload, what could they propose and build?
• Which processes or actions currently carried out by your teams should remain human work, even if atool could do it faster?
The first two explore what could change. The third defines what should not.
AcknowledgementThis report would not have been possible without the 135 people who agreed to complete our survey ortake the time to speak with us in interviews. We sincerely thank them for the quality and candor of theircontributions.
We also thank you, the reader, for staying with us to the end.
This document is just one step for us. If these findings resonate with your context, or if you would like tochallenge them, we would be happy to continue the conversation, on LinkedIn, by email, or throughwhatever channel works best for you.
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B o s t o n C o n s u l t i n g G r o u p

Deploy, Reshape, Invent
Consulting firm — AI methodological framework

BCG proposes a strategic framework structured aroundthree value-creation mechanisms (i.e., Deploy,Reshape, Invent) and a counterintuitive investmentratio: 10% on algorithms, 20% on data andinfrastructure, 70% on people and processes. You willfind a reading of the budget trade-offs in successful AItransformations, as well as quantitative data oncompany trajectories according to their maturity level.
Read it to revisit budget allocations in light of a field-tested ratio.
Link to the document

H E C M o n t r é a l
AI Implementation Methodology inOrganizations
Academic institution — Methodological framework

Link to the document

M i n i s t è r e d u T r a v a i l × I n r i a

Deploying AI at Work
French public program — Operational guide

Link to the document

D e l o i t t e

State of AI in the Enterprise
Consulting firm — Study on AI adoption

Link to the document

These studies complement and contextualize the data from our approach. We invite you to consult them to go deeper into the topicscovered in this section.

HEC Montréal has structured a five-step approach to AIimplementation in organizations, with particularattention to data quality, accessibility, and existence.You will find an iterative approach that accounts forback-and-forth between steps, as well as concretecriteria for assessing data maturity before launching anAI project.
Read it to validate the feasibility of an AI projectstarting from the data.

Labor IA, a partnership between the French Ministry ofLabour and Inria, has published a nine-step guide tohelp SME and mid-sized company leaders deploy AI.You will find an approach centered on social andtechnological dialogue, as well as specific attention toalgorithmic governance and transparency towardemployees.
Read it to structure an AI deployment within a Frenchframework.

Deloitte's annual study measures the state of AIadoption in enterprises and identifies the factors thatdistinguish successful transformations from others. Youwill find a demonstration that organizations that investin change management are 1.6 times more likely to seetheir AI initiatives exceed expectations, as well as ananalysis of employee onboarding levers.
Read it to understand why change managementmatters more than technology.

https://www.bcg.com/assets/2024/executive-perspectives-ceos-guide-to-maximizing-value-from-ai-3july.pdf
https://ia.hec.ca/parcours/comment-implanter-ia-organisation/methode-en-5-etapes/
https://www.laboria.ai/wp-content/uploads/2025/03/LaborIA-Explorer-Guide-du-deploiement-de-l%CA%BCIA-au-travail_Mars-2025.pdf
https://www.deloitte.com/content/dam/assets-shared/docs/about/2025/state-of-ai-2026-global.pdf
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DETAILED SURVEY RESULTS
01 – What is your pr imary ro le?
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Single-choice question
Answer Share
CISO / Information Security Manager 50.0 %
CIO / CTO / IT Manager 43.1 %
Other IT Managers 5.6 %
DPO / Legal Counsel / Compliance Officer 1.3 %

02 – What is the s i ze of your organizat ion?
Single-choice question

Answer Share
SME (< 250 employees) 41.7 %
Mid-sized company (250 to 5,000employees) 38.9 %
Public sector organization (local authority,hospital group, university hospital, etc.) 12.5 %
Large enterprise (> 5,000 employees) 6.9 %

03 – What is your company’s pol i cy regard ing AI too ls?
Single-choice question

Answer Share
Restricted: only an "Enterprise" version (e.g. Copilot) isauthorized 40.3 %
Controlled: access permitted, governed by a policy ormandatory training 36.1 %
Open: unrestricted access, no particular limitations 11.1 %
Under consideration: no official position has yet beenestablished 11.1 %
Prohibited: complete technical block 1.4 %



DETAILED SURVEY RESULTS
04 – Do you bel ieve Shadow AI ex is ts with in yourorganizat ion?
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Single-choice question

05 – How do you current ly manage the r i sk of dataleakage to AI too ls?
Single-choice question

06 – Which AI - re lated r i sk i s most cr i t i ca l to you today?
Multiple-choice question (up to three answers)

Answer Share
Yes, significantly: common practice despite existing rules 43.8 %
Yes, but marginal: a few isolated users 42.2 %
No, it is under control: users comply with the policy 7.8 %
Hard to estimate: no real visibility into these flows 6.2 %

Answer Share
No technical measures — awareness and accountabilityonly 56.9 %
Classic DLP tools — our current tools filter someoutgoing data 26.4 %
Network blocking — traffic blocked via proxy / firewall 16.7 %

Answer Nb of mentions
Data leakage: sending confidential or personal data to AImodels 67
Shadow AI: not knowing who is using what 65
Hallucinations: factual errors affecting the relevance ofoutputs 33
Compliance: GDPR / AI Act exposure 30
Attacks: prompt injection, AI jailbreaking 22



DETAILED SURVEY RESULTS
07 – What is your b iggest obstac le to deploy ing adedicated secur i ty so lut ion?
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Multiple-choice question (up to three answers)

08 – Which technica l approach do you favor?
Single-choice question

Answer Nb of mentions
Budget: no allocated budget at this stage 45
Lack of offer: no convincing solution available on themarket 25
Not a priority: the risk is considered acceptable 17
Complexity: concern about degrading user experience(latency, friction) 16
Wait-and-see: waiting for Microsoft / Google to integratethese controls natively 4

Answer Share
Gateway / Proxy: invisible layer filtering traffic to AI tools 41.7 %
Dedicated platform: internal chat interface (a "home-built ChatGPT") 29.2 %
Browser extension: plugin installed on the client device 25.0 %
API: invisible component integrated into internalapplications 4.1 %



DETAILED SURVEY RESULTS
09 - What features would be essent ia l for you topurchase th is type of product?
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Multiple-choice question (up to three answers)

10 - How urgent i s i t for your organizat ion to adopt sucha so lut ion?Single-choice question

Answer Nb of mentions
Audit / logs: knowing who sent what 50
Pseudonymisation: replacing sensitive data with aliases 45
Business contextualization: smart blocking of sensitiveconcepts (e.g. "strategy") 42
Security: blocking malicious code or inappropriatecontent 42
Reversibility: the AI responds with aliases, the toolrestores the real data 16

Answer Share
Exploratory: monitoring underway, potential acquisitionwithin 12 to 24 months 61.1 %
Low: not a priority for the coming year 36.1 %
Immediate: actively looking for a solution (2026 budgetapproved) 2.8 %



The path is narrow. The stakes are high. But
with the right visibility, every step is

deliberate.
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